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Cybersecurity & Acceptable Device Use Policy 

Purpose 

P�DUGTRIES LIMITED 

This policy outlines the requirements and expectations for securing digital information 
and company-owned devices at Mace Industries Ltd. It brings together controls related 
to information security, computer and phone use, and cyber hygiene in line with ISO 
9001, ISO 27001 principles, and Cyber Essentials requirements. 

Scope 
Applies to all employees, contractors, and third parties using or accessing Mace 
systems, including company-issued laptops, desktops, tablets, mobile phones, and 
cloud platforms. 

Device Issuance and Tracking 
• Devices are issued by management and tracked via a formal asset register

managed by HR or IT.
• Each portable device (laptop, tablet, phone) is assigned to an individual, with

identifying details recorded.
• Devices must be returned upon termination of employment or at management's

request.

Acceptable Use 
• Personal use of company phones is allowed within reasonable limits.
• Company activities must not be conducted on personal devices.
• Installation of unauthorised software or apps is prohibited.
• Devices must not be used to access inappropriate or non-business content.

Security Expectations 
• All devices must be protected with strong passwords, PINs, or biometric locking.
• Devices must be locked when unattended.
• Any loss, theft, or suspected compromise must be reported immediately.
• User access can be revoked and data secured remotely by Magma IT through

account lockouts and password resets

Multi-Factor Authentication (MFA) 
• All Microsoft 365 accounts and remote access platforms (e.g. SplashTop) are

secured with MFA.
• MFA requires both a password and a second factor (e.g. mobile approval code).
• MFA enforcement is managed by Magma IT and applies to all users.
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Connectivity and Remote Access 
• VPN access is provided via the Unifi UDM Pro Security Gateway.
• Remote desktop access is available via Splash Top with MFA protection.
• Wi-Fi networks are segregated into internal and guest access with password

protection.
• Unsecured public Wi-Fi must not be used for company activities.

Antivirus and Threat Management 
• All servers and workstations are protected by With Secure enterprise-grade

antivirus.
• Firewalls and network monitoring are managed through Unifi systems.
• Users must avoid clicking on unsolicited email links or attachments.

USB and External Devices· 
• USB use is prohibited unless explicitly authorised by IT or management.
• Approved USBs must be scanned for viruses prior to use.

Data Storage and Handling 
• Internal servers host staff and customer data, with daily backups to local and

cloud storage.
• Critical data can be restored or spun up in a data center in a disaster recovery

scenario.
• Data access is restricted to authorised users based on roles.
• Online platforms must meet GDPR and role-based access standards.

E,ernal Access and Third-Pa%y Data Sharing 
• No personal data is currently shared externally.
• Future freelance trainer access must follow a vetting process and signed data­

sharing agreements.

User Responsibilities 
• Users must follow password best practices and never share credentials.
• Devices must be used responsibly, locked when not in use, and kept secure.
• Any security incidents or suspicious activity must be reported immediately to

HSEQ and IT.

Sta� Awareness and Training 
• Cybersecurity awareness is provided via on boarding and periodic toolbox talks.
• All staff are expected to stay vigilant to phishing threats and social engineering

tactics.
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Policy Breach and Disciplinary Measures 
• Breaches of this policy may result in disciplinary action.
• Regular reviews and audits will be conducted to ensure compliance.

Review 
• This policy will be reviewed annually or following significant changes in

technology, risk level, or infrastructure.

Reviewed: Jez Cox- HSEQ Manager 

Authorised: C�r ,� (? #�

Signed:� 

Date: 25/06/2025 
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